Category

What data are collected?

COVID-19 Testing and Tracing: Data Collection and Privacy

How are the data collected?

For what purpose?

Who has access?

How long are the data retained?

Location Data

Building access logs

EPACS application (via card
swipe)

Compliance with return to
campus protocols

University and School
administrators

28 days

WiFi location (Limited
pilot through 9/9/2020)

TraceFi application

Contact tracing

HUHS

28 days

Health Data

COVID-19 test results

Color application

Infection identification

HUHS and very limited
authorized school
administrators will receive
names and test results

TBD - in accordance with health
regulations

Infection trend identification

University and school
administrators will receive
aggregate data

TBD - in accordance with health
regulations

COVID-19 symptoms
self-attestation results

Crimson Clear application

Potential infection
identification

HUHS and very limited
authorized school administrators

TBD - in accordance with
health regulations

Compliance with return to
campus protocols

University and School
administrators

TBD - in accordance with
health regulations

Contact tracing data

Maven / Axion applications

Public health

HUHS

TBD - in accordance with
health regulations

Quarantine / isolation status

TBD

Public health

HUHS and very limited
authorized school administrators

TBD - in accordance with
health regulations

Training Data

Training status

Harvard Training Portal

Compliance with return to
campus protocols

University and School
administrators

COVID safety training records will be

kept for 6 years after employee
termination
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